This paper puts forward a secure query protocol for wide-range multi-layer WSNs based on the Internet of Things (IoT), which protects data transmission from three aspects: network security, attack mode and privacy protection. Drawing the merits from the Range Doppler (R-D) algorithm and Z-O encoding, our protocol only needs to compare the perceptual data nodes with the radius of the query interval once, which greatly improves the query efficiency. The embedded Z-O codes can transform the comparison into solving the intersection of the two sets. In addition, the hash-based message authentication code (HMAC) was introduced to achieve unidirectional protection of the original data. The simulation results show that our protocol outperforms the traditional protocols in query time, coding length and bucket mechanism, and enjoys high power efficiency, low storage cost and good query accuracy.
INTRODUCTION
Wireless sensor network (WSN) is an emerging intelligent private network with specific functions. It is the foundation of the Internet of Things (IoT) applications. The IoT is the network of physical objects, which connects and exchanges data over the Internet.
However, the WSN technology is not mature enough to withstand repeated attacks, which causes privacy leaks in data transmission and query. Most query protocols for the WSN involve a limited number of nodes and protect privacy with traditional maintenance strategy for network security, failing to fully consider data security.
Traditional secure query protocols are constrained by environmental factors, node resources and network topology. The attempts to improve these protocols mainly focus on the features of attack modes, without addressing new security threats like attacks on clustered and multi-layer networks [1] [2] [3] [4] .
With the proliferation of the WSN, it is a research hotspot to work out a low-cost, energy-efficient and high-precision secure query protocol for the network. Such a protocol should boast high fault tolerance, forward query requests via reasonable nodes, and identify the information forged by the attacker. The protocol design has been analyzed by many scholars [5] [6] [7] [8] [9] .
Drawing on existing protocols, this paper puts forward a secure query protocol for wide-range multi-layer WSNs in the IoT. This protocol protects data transmission from three aspects: network security, attack mode and privacy protection. The research results provide theoretical reference for similar projects.
PROTOCOL DESIGN

Traditional methods for privacy protection and integrity verification
Traditionally, the privacy of WSN data transmission is typically protected by the bucket mechanism and the SafeQ protocol, while the data integrity is usually verified by the encoding number (E-N) mechanism and spatiotemporal crosscheck.
The bucket mechanism divides the target interval into multiple buckets. If a node shares a bucket with the user who queries a data record, the node will tag the data record based on the bucket of the record, forming a separate label. The user searches for the label and the corresponding encrypted data in the region, and decrypts the data to obtain the query results. Under the bucket mechanism, the sensors lack enough security, and the security level depends heavily on the length of the bucket interval [10] .
The SafeQ protocol mainly relies on the prefix encoding algorithm. There are several things to do before the query: sorting the sensitive data in the region, splitting the region into intervals, encoding the intervals by certain rules, and conducting range search for minimum and maximum intervals.
Extended from the bucket mechanism, the E-N mechanism both protects data privacy and verifies the integrity of query results. However, the length of the bucket interval greatly affects the computing result of the mechanism, and increases power consumption and traffic loss [11] [12] [13] .
The spatiotemporal crosscheck fuses the spatial and temporal cross validation algorithms. The core idea of this method is to set up verification relationships between nodes.
In general, the existing query protocols may consume too much power and face instable connections for real-time communication, if the WSN has a large environmental range.
Secure query protocol for wide-range multi-layer WSN
To overcome the defects of the existing query protocols, this paper puts forward a secure query protocol for wide-range multi-layer WSN, which mainly considers network security, attack mode and privacy protection. Figure 1 presents the structure of the multi-layer WSN, which consists of a sink node layer, a storage node layer and a regular node layer. As shown in the figure, there are numerous regular nodes scattering across the network environment. Each regular node has a limited computing power. Once inputted to the WSN, a query request will be forwarded by the sink node to the storage node layer. Then, each storage node will look for the result that matches the criteria in its own query unit.
In the WSN, the data transmission is mainly threatened by privacy attack and integrity attack. Some of these attacks come from outside the system, and some are collusions between the attacker and byzantine nodes [14] [15] [16] . The attacker tends to capture data records or control network nodes. Therefore, our protocol aims to disable the attacker to infer privacy data from the current perception data or deduce the upper and lower limits from the query interval, and detect the forged and tampered query results at any time.
Our protocol draws the merits from the Range Doppler (R-D) algorithm and Z-O encoding. Below is a brief introduction to the two methods.
The R-D algorithm basically compares the search result with the upper and lower limits, which are inferred from the radius of the query area, and transforms the comparison into the contrast between the search value and the median of the query interval.
The principle of the R-D algorithm is illustrated in Figure 2 , where [a, b] is the query range, ui is the value to be queried, m=(a+b)/2 is the median of the query interval, r is half of the interval length, and Ii=(ui-m) is the query index. The goal of the R-D algorithm is to judge if ui fall into [a, b] . If Ii<r, then ui belongs to this interval; otherwise, ui does not belong to the interval. The R-D algorithm can obtain the desired result through a few comparisons between the query value and the limits, and is thus known for low computing complexity.
The Z-O encoding is an important way to query extreme values. By the R-D algorithm, the value comparison can be transformed into the problem of intersection between code sets. The Z-codes and O-codes can be respectively defined as:
where, xi [0,1]; n is the total number of Z-codes and O-codes. Both x and n are binary numbers. The value of x is greater than y, if the intersection between Z-codes and O-codes is nonempty.
In recent years, the attackers can deduce the original data from the digital codes and then steal the key information. To prevent this attack, the hash-based message authentication code (HMAC) can be introduced to achieve unidirectional protection of the original data: 
where, ei is an element in the code. Thus, the value of x is greater than y, if the intersection between HMAC(N(Ox)) and HMAC(N(Zy)) is non-empty.
Our protocol is implemented in three steps: system initialization, local query and result verification. During system initialization, the user inputs the query request to the system; then, the query parameters (K, ki, m) to the sink node Si, where K is the secret key to compute the HMAC value, and ki is the secret key to construct the authentication code. The system initialization formula can be established as:
The local query mainly computes the m value in Ii,t=(vi,t-m), using the R-D algorithm, and determines the code set HMACk (N(Z(Ii,t) ) in vi,t based on the K value. In this step, the storage node M collects the set of query codes: : ,
where, O is the set of numerical codes.
During result verification, all the qualified perceptual data in the set and encrypted data are queried, and fed back to the querier. The verification formulas are as follows:
: ,
As shown in Figure 3 , the verified results are fused by Si under the query conditions. The fused result is transmitted to the storage unit to construct the corresponding authentication code, which retains the integrity of the query result.
Figure 3. Fusion of the verified results
SIMULATION VERIFICATION
To verify its rationality and reliability, our protocol was firstly compared with three traditional query protocols (namely, bucket mechanism, SafeQ and top-k query) through simulations. The sensitive data of the four protocols were encrypted by Data Encryption Standard (DES) in C++, and proved to have the same HMAC power consumption.
Firstly, the four protocols were applied to submit the data for 100 random queries, and their power consumptions were measured within the same time interval. To reduce uncertainty, the measured data of the 100 queries were averaged as the final results. Figure 4 , the total amount of data queried increased with the elapse of time, and the power consumptions of the four protocols increased to different degrees. The four protocols could be ranked as SafeQ, bucket mechanism, top-k query and our protocol in descending order of power consumption. On average, our protocol consumed only 1/3 of the power required by SafeQ. This is because SafeQ needs redundant data for its storage nodes to receive the encrypted files. The ensuing extra data chains expand the size of the feedback files, which is 2~3 times that of the original data. Bucket mechanism and top-k query also face similar problems. By contrast, our protocol only provides encrypted files meeting the query conditions, which only account for a small portion of the total data.
Figure 5. Mean power consumption at different coding lengths
Next, the power consumption of each protocol was measured at different coding lengths within the query time of 25min. The measured results ( Figure 5) show that, with the increase in the coding length n, the power consumptions of all protocols were on the rise, for n is positively correlated with the number of HMAC codes. SafeQ still consumed the most power, about 3.6 times that of our protocol. The powerefficiency of our protocol comes from the following facts: The total number of Z-codes and O-codes is 2n, while our protocol reduces the total number of elements below that level by the HMAC authentical mechanism.
Figure 6. Mean power consumption at different number of buckets
To further verify the data integrity, our protocol and the E-N mechanism were simulated at different number of buckets. As shown in Figure 6 , with the growth in the number of buckets, the power consumption of the E-N rocketed up, while that of our protocol did not change significantly. The superiority of our protocol is attributable to is immunity to the length of bucket interval. The query time of the E-N is seriously affected by the length of the bucket interval. If the bucket interval is short, the number of bucket mechanisms increases, forcing the nodes to produce more authentication codes.
Figure 7. Mean power consumption at different time intervals
Fixing the number of buckets at 16, the author measured the power consumptions of our protocol and the E-N mechanism for integrity verification within different query times. It can be seen from Figure 7 that, with the elapse of query time, both protocols consumed more power to verify the data integrity. Overall, our protocol consumed 1.2 times fewer power than the E-N. Finally, the storage costs of our protocol, bucket mechanism, SafeQ and top-k query were compared (Figure 8 ). The comparison shows that, the longer the query time, the greater the storage cost for data submission in each protocol. Our protocol achieved the smallest mean storage cost, about 0.8 time that of bucket mechanism and 0.4 time that the SafeQ.
CONCLUSIONS
Drawing on existing secure query protocols for the WSN, this paper proposes a secure query protocol for wide-range multi-layer WSNs in the IoT. In this protocol, data transmission is protected from three aspects; network security, attack mode and privacy protection. The main conclusions are as follows:
(1) Our protocol only needs to compare the perceptual data nodes with the radius of the query interval once, which greatly improves the query efficiency. The embedded Z-O codes can transform the comparison into solving the intersection of the two sets.
(2) The HMAC authentication mechanism was introduced to improve the data security and privacy of our protocol.
(3) The simulation results show that our protocol outperforms the traditional protocols in query time, coding length and bucket mechanism, and enjoys high power efficiency, low storage cost and good query accuracy.
